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Abstract

The transition from paper-based to electronic health records
(EHRs) has revolutionized healthcare delivery, offered numer-
ous benefits while introduced significant security challenges.
This paper explores strategies for securing EHRs, focusing on
the importance of physical, technical, and administrative safe-
guards. Key topics include the role of legislative initiatives like
the ARRA/HITECH Act in driving EHR adoption, the impact of
cyber threats on healthcare security, and the implementation of
encryption and digital signature technologies to protect patient
information. The discussion also addresses unintended conse-
quences of EHR implementation, such as system design flaws
and information sharing vulnerabilities. Recommendations for
mitigating security risks include the use of firewalls, data en-
cryption, and stringent access control measures. Additionally,
the paper highlights the importance of staff training and com-
pliance with HIPAA regulations to ensure the confidentiality
and integrity of health records. By adopting a comprehensive
approach to EHR security, healthcare providers can safeguard
patient information, maintain trust, and enhance the efficiency
of healthcare delivery systems.

Key Words: Electronic Health Records (EHRs) — Security — En-
cryption — HIPAA compliance — Cyber threats —
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Introduction

Paper health records have given way to elec-
tronic health records (EHRs) in the US. Widespread
technological use, its perceived utility, and legisla-
tive actions have all contributed to this change. The
American Recovery and Reinvestment Act (ARRA)
and Health Information Technology for Economic
and Clinical Health (HITECH Act) of 2009 includ-
ed financial incentives, which, when combined with
the Federal Health Information Technology Stra-
tegic Plan, have greatly increased the adoption of
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EHRs [1]. Approximately 75% of physician offices
and 92% of hospitals obtained financial incentives
for implementing EHRs between the Act’s enact-
ment in 2009 and 2014 [1]. According to Bowman
[2], implementing EHRs and health information
technology (HIT) is crucial to changing the US
healthcare system so that it can provide high-quality
treatment more reliably, safely, and efficiently.

In addition to improving healthcare quality, low-
ering costs, and supporting evidence-based practice
and record-keeping, integrated health records also
make information sharing easier [3]. EHRs need to
comply with safety and security regulations and
provide complete data in order to continue being ef-
fective. But as EHRs are used more often, a lot more
data is being available to both authorized and illegal
users [4]. One of the biggest obstacles to the imple-
mentation of health records databases is the current
state of serious concerns regarding the security and
privacy of healthcare data kept in electronic data-
bases. In order to secure EHRs and stop unwanted
third-party access, healthcare organizations must
devise security measures. This review of the litera-
ture focuses on examining security risks associated
with the use and deployment of EHRs as well as
countermeasures.

The electronic form of patient records that
healthcare professionals have on file is called an
EHR. Patients’ personal information, a list of symp-
toms, diagnoses, vaccination records, medication
histories, allergies, test findings, and radiological re-
sults are all kept in electronic health records (EHRS)
[4]. Health information on patients can be gathered
and stored by EHR systems, and then shared with
healthcare providers. Software programs called
electronic medical records (EMRs) are used to ex-
change data regarding patient medical histories,
medical treatments, and laboratory test results [5].
These apps give healthcare professionals rapid ac-
cess to patient data, regardless of their location or
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schedule, and provide the assistance they need to
make better clinical decisions [6]. But more accessi-
bility also means a higher chance of security lapses
that jeopardize patient confidentiality and privacy.

By decreasing medical errors, encouraging col-
laboration and communication, offering real-time
patient health information, facilitating information
sharing among clinicians, and gathering health data
for clinical decision-making and research, the im-
plementation of EHRs aims to improve the deliv-
ery of high-quality care [7,4]. EHRs improve patient
data access, retrieval, and portability, among other
benefits [8]. Electronic charts, in contrast to paper
records, are easily retrievable and can be consulted
concurrently by several people. Furthermore, analy-
sis of individual patient data can be used to pinpoint
risk factors and direct treatment in accordance with
accepted guidelines.

Enacted in 2009, the HITECH Act aims to ad-
vance health information technology (HIT), with
a particular focus on electronic health records
(EHRs). Additionally, it reinforced the HIPAA Act
of 1996’s enforcement by enacting harsher sanc-
tions for non-compliance. In 2008, just 10% of hos-
pitals had EHRs in place prior to HITECH. Health-
care providers are required to implement EHRs in
order to facilitate information exchange among var-
ious entities, progress healthcare, and improve care
coordination. HITECH established incentives to
promote the use of EHRs because the costs associ-
ated with switching from paper to electronic records
were prohibitive. As a result, from 3.2% in 2008 to
14.2% in 2015, EHR usage increased. 86% of doc-
tors who practice in offices by 2017 had adopted
electronic health records [9]. The use of electronic
records has increased significantly since the Act’s
enactment in 2009. EMRs were used in 95% of clin-
ical decision-making and healthcare delivery in the
US by 2017 [10]. The imperative to enhance health-
care quality, attain efficiency, and tackle mounting
budgetary strains has propelled this expansion.

Security of Medical Records:

The three key elements of EHR systems are pri-
vacy, security, and confidentiality [11]. People have
the moral right to privacy, which allows them to
decide when and how their personal information is
accessed and shared. As part of EHR security, data
and security resources are safeguarded, including
data storage and transit between computer systems
[12]. Upholding rules for the sharing and archiving
of personal data with other parties is a component
of protecting privacy, which is a subset of securi-
ty. Data security is the process of limiting access to
private patient information by unauthorized person-
nel. Conversely, information leaks to unauthorized
parties may result in data breaches. It’s important
to recognize that there are numerous ways in which
privacy and security can be compromised, includ-
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ing the inevitable systemic identification that occurs
through electronic health infrastructure and tech-
nology. Moreover, the government, healthcare pro-
viders, pharmaceutical companies, and laboratories
might need access to patient health records; all of
these entities run the risk of unintentionally or in-
tentionally breaching data security and privacy [4].

Safeguarding data against unwanted access dur-
ing transmission, storage, and patient care is all part
of maintaining confidentiality. Password-controlled
system access and data encryption are two ways to
achieve confidentiality. A privacy concern is confi-
dentiality, which makes sure that medical records
are shielded from unwanted additions or deletions
[13]. Data availability, which describes the capacity
of an authorized user to access a system and per-
form all system functions, including accessing all
required information at all times, is another crucial
phrase in EHR data security and privacy. Because
they help patients have faith in their physicians’
ability to make decisions, electronic health records’
privacy and security are essential [14]. Patients are
more likely to divulge information to their clinicians
when they feel that the electronic health informa-
tion they have access to is accurate and private [14].
Because of this transparency, medical professionals
can obtain all the data they need to comprehend a
patient’s general health and make better judgments
[15]. On the other hand, if patients feel that the con-
fidentiality and privacy of their information is being
jeopardized, they can refuse to provide information
or postpone getting treatment [16]. Many patients
have serious concerns about the security of their
medical data because they fear that a hospital may
lose their trust if confidential patient information is
compromised [17].

A federal statute known as HIPAA protects pa-
tient health information across the country by pro-
hibiting its disclosure to other parties without the
patient’s permission. HIPAA comprises national
guidelines for the protection of electronic Protected
Health Information (ePHI) and a Privacy Rule that
safeguards patient-identifiable health information
[17]. The law also mandates that covered businesses
and business affiliates notify patients in the case of
a security breach. This is known as the breach no-
tification regulation. HIPAA’s regulations regarding
security, privacy, and breach notification must be
followed by healthcare providers. A past, present,
or future payment for healthcare services; the pro-
vision of treatment; demographic information per-
taining to a mental or physical health condition; and
other individually identifiable health information,
such as medical records, laboratory results, or hos-
pital bills, are among the details covered by HIPAA
[18]. Health plans, healthcare clearinghouses, and
healthcare providers who conduct routine transac-
tions electronically are among the entities obligated
to adhere to HIPAA regulations.
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Vulnerabilities of HER:
The Increasing Prowess of Attackers:

The risk of unauthorized access to information
by third parties is becoming more sophisticated
and dangerous. Cyber-attacks are on the rise, in-
creasingly evasive, and almost undetectable [18].
The tactics and intentions of attackers are evolving,
shifting from seeking fame to pursuing financial
gains. This means attackers are now more interested
in stealing identities and banking or credit informa-
tion from EHRs for financial profit. A concerning
trend in cyberattacks involving EHRSs is the use of
evasive technologies by hackers, which makes de-
tecting security breaches challenging. With these
technologies, hackers can execute attacks to their
fullest extent, causing maximum damage. Addition-
ally, the expansion of vendors’ cloud-based services
likely means an increase in cyberattacks [19].

The Increasing Use of “Off-the-Shelf” Software
Options:

As the use of EHRs grows, there is a higher
demand for ready-made EHR systems by health-
care providers. To meet this demand, vendors are
increasingly using off-the-shelf operating sys-
tems such as Windows, Linux, Unix, and similar
third-party software. VVockley notes that medical de-
vices such as patient monitors, MRI scanners, X-ray
machines, and similar equipment commonly used in
healthcare delivery share many interface similari-
ties, resembling regular desktops and laptops [20].
This is because they use the same operating sys-
tems that are vulnerable to the same attacks. Con-
sequently, all devices using these operating systems
can be infected with the same viruses, increasing
the scope of security risks. The rise in networked
medical equipment and devices means that a securi-
ty breach, such as hacking, can slow down network
traffic and interfere with healthcare service delivery.
Additionally, the use of mobile devices to access pa-
tient health information complicates security issues
[20]. The risk of patient or user harm in the case of a
security breach often depends on the type of hazard.
For instance, medical devices accessing real-time
patient data through a network are more vulnerable
to network disruptions.

Using off-the-shelf items increases the risk of
unintentional harm from security breaches. Soft-
ware patches and upgrades are frequently applied
to commercial operating systems, browsers, and da-
tabases to guard against the most recent malware
and security flaws. While companies and people can
immediately install these upgrades and get back to
work, producers of medical technology are required
to go through an FDA approval process before
recommending these changes to their clients. This
guarantees that the security and operation of the
health databases and EHRs are not compromised by
the upgrades [21]. EHRs are therefore more suscep-
tible to attacks since the operating systems and oth-
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er software that enable them frequently lag behind
in terms of security. When a security lapse occurs,
this vulnerability may permit unauthorized access
by someone with bad intentions. Malware can enter
healthcare systems through a number of channels,
such as shared networks on desktops, mobile devic-
es, and laptops. Medical equipment that is vulnera-
ble to malware can readily become infected with vi-
ruses, which has the ability to completely shut down
a hospital’s operating system. Software defects and
viruses, according to Bowman, can jumble data,
erase information, or put it in the wrong place, all of
which can affect data integrity [3]. Service delivery
may be disrupted by doctors finding vital patient in-
formation slowly due to disorganized data.

Unintended Consequences:

Unintended consequences are another source
of security concerns regarding EHRs. Graber et al.
highlight that system design issues such as software
design flaws, routing of electronic data, system mal-
functions, and integration problems pose significant
threats to the security of EHRs and can adversely af-
fect patient health outcomes [1]. For instance, a sys-
tem malfunction that prevents a healthcare provider
from accessing patient radiology studies or delays
the upload of pathology reports of adenocarcino-
ma can threaten patient outcomes. These examples
illustrate how safety and security can be compro-
mised when a component of the EHR system mal-
functions [21].

Information Sharing Concerns:

Security breaches may also occur unintention-
ally when clinicians share information. Harman et
al. report that approximately 73% of physicians text
other physicians about patient interactions and care
practices [22]. Securing such information is chal-
lenging since there is no control over what is shared
via texting or whether third parties can intercept this
information. Mobile phones, designed for individual
use, often lack the security features of desktops that
are part of an organization’s network. Additionally,
mobile phones can be easily misplaced or stolen, al-
lowing third parties to access protected information.

Impacts of Data Security Breaches:

Data security breaches can have significant fi-
nancial and organizational repercussions, affecting
individual hospitals, providers, business associates,
and patients. These breaches threaten the entire
healthcare industry and undermine the success of
EHRSs [23]. Common causes of security breaches in-
volving health records databases include the loss of
unencrypted laptops and mobile phones containing
patient health information. Chenthara et al. note that
cyberattacks, such as ransomware, have impacts that
extend beyond financial loss and privacy breaches.
For example, when hackers accessed the Commu-
nity Health Systems (CHS) database, they retrieved
personal information, including the social security
numbers of up to a million patients. There isalso
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an incident where Anonymous, an internet vigilan-
te group, launched a Distributed Denial-of-Service
(DDoS) attack on several hospital websites, crip-
pling medical services [24]. To prevent such attacks,
healthcare providers must implement adequate safe-
guards in their electronic databases.

Recommendations for Reducing the Security
Risks of Electronic Health Records:

To ensure the security of health records databas-
es, healthcare providers should implement physical,
technical, and administrative strategies. According
to Keshta and Odeh [4], administrative safeguards
include performing system audits, appointing an
officer in charge of information technology, and
developing contingency plans in case of a breach.
Administrative safeguards are crucial as they estab-
lish security procedures and policies that guide the
use of information technology, thereby enhancing
the security of EHRs. Physical safeguards involve
protecting health information physically to prevent
unauthorized access to software and hardware [25].
Examples of physical safeguards include setting se-
curity roles and securing places where servers are
stored.

Technical safeguards are aimed at protecting
the information systems and networks of a health-
care institution. Compared to physical and admin-
istrative safeguards, technical safeguards are vital
because most security breaches occur through elec-
tronic media such as computers and mobile phones
[25]. Common technical safeguards include fire-
walls, data encryption, antivirus software, and cloud
computing. Implementing physical, administrative,
and technical safeguards together can enhance the
security of health records databases. Physical safe-
guards, such as restricting physical access to servers
and installing security cameras, can prevent theft.
Technical safeguards, like firewalls and encryption,
can prevent electronic breaches even if physical
safeguards are compromised [4]. Administrative
safeguards, such as comprehensive education, secu-
rity plans, and appointing a chief information secu-
rity officer, can improve the overall security of EHR
systems and databases. Additionally, administrative
measures like requiring manager approval for data
release and training employees on handling miss-
ing data can further bolster the security of health
records databases.

To enhance the security of electronic health re-
cords (EHR) databases, healthcare providers should
implement a combination of physical, technical,
and administrative strategies.

1- Physical Safeguards:

Physical safeguards involve protecting the phys-
ical aspects of EHR systems to prevent unauthor-
ized access to hardware and software [25]. This can
include secure storage for servers, restricted access
areas, and surveillance systems.
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2- Technical Safeguards:

Technical safeguards are crucial for protecting
the information systems and networks of healthcare
institutions. These include:

« Firewalls: Essential for blocking unauthorized ac-
cess and protecting the organization’s network.

« Data Encryption: Ensures that data is unreadable
to unauthorized users.

* Antivirus Software: Protects against malware and
other malicious software.

¢ Cloud Computing: Provides secure data storage
and access management [25].

Specific recommendations include the use of
level gateway firewalls, which act as gatekeepers to
the organization’s network, preventing unauthorized
external access. Network address translators (NAT)
can also be used to hide intranet IP addresses, creat-
ing a barrier for external users. Implementing these
technologies requires a thorough needs assessment,
threat assessment, and budgetary planning to identi-
fy the best options [27].

Firefox has been recommended as an effective
tool for securing an organization’s network, ensur-
ing comprehensive protection both inside and out-
side the network [4].

3- Administrative Safeguards:

Administrative safeguards focus on policies
and procedures that govern the use of information
technology within healthcare organizations. These
include:

« System Audits: Regularly reviewing and assessing
the security measures in place.

+ Information Technology Officer: Appointing a
dedicated individual to oversee IT security.

« Contingency Plans: Developing plans for respond-
ing to security breaches [4].

+ Education and Training: Comprehensive training
for employees on handling EHRs and understand-
ing security protocols.

+ Policies for Data Release: Requiring manager ap-
proval for data release and ensuring accurate pa-
tient identification during system shutdowns [26].

4- Duplication and Backup Strategies:

Collier [26] recommends duplicating all criti-
cal hardware to enhance the security of electronic
health databases. Backup generators should be in
place to support electronic systems during power
outages, ensuring continuous access to patient re-
cords and preventing downtime. Comprehensive
testing and monitoring strategies are essential to en-
sure the availability of patient records when need-
ed. In the event of a system shutdown, having paper
records as a backup and effective communication
systems that do not rely on electronic systems are
crucial. By implementing these physical, technical,
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and administrative safeguards, healthcare provid-
ers can significantly enhance the security of EHR
systems and protect patient data from unauthorized
access and cyber threats.

5- Cryptography as a Strategy for Securing EHRs:

One approach to securing electronic health re-
cords (EHRS) is through cryptography or encryption.
This technique involves encoding data to ensure the
protection of health records during information ex-
change. Cryptography is a method of covert writing
that establishes protocols to prevent unauthorized
individuals from reading confidential messages [28].
The exchange of health information must adhere
to specific policies and specifications, with all ex-
changes being documented when encryption is acti-
vated or deactivated. HIPAA provides guidelines on
using encryption to secure health information, par-
ticularly during the creation, receipt, storage, and
sharing of such information. For example, digital
signatures can mitigate the risk of breaches when
patients access their health information. Howev-
er, the unfamiliarity with digital signatures among
many people results in their underutilization [29].
The use of usernames and passwords also consti-
tutes a form of cryptography. Users are advised to
frequently update passwords and avoid using easily
guessable names and birthdates to reduce the like-
lihood of password breaches [30]. Nonetheless, this
method does not protect against internal threats.
Therefore, employees should log out after complet-
ing procedures to prevent unauthorized access to
patient information. Additionally, employees must
refrain from sharing their identification (ID) with
others and always log off when leaving a computer
unattended [31].

Conclusion:

The transition from paper to electronic health
records (EHRS) in the United States, driven by the
widespread use of technology and legislative in-
itiatives like the ARRA/HITECH Act, has revolu-
tionized healthcare delivery. EHRs offer numerous
advantages, including improved healthcare quality,
reduced costs, enhanced information sharing, and
support for evidence-based practices. However, this
transition also introduces significant challenges,
particularly concerning the privacy, security, and
confidentiality of patient information. One of the
critical aspects of securing EHRs involves adhering
to the guidelines established by the Health Insur-
ance Portability and Accountability Act (HIPAA),
which sets national standards for the protection of
electronic Protected Health Information (ePHI).
Despite these regulations, the increasing sophistica-
tion of cyber-attacks poses substantial risks, with at-
tackers often motivated by financial gains. The use
of off-the-shelf software in medical devices exacer-
bates these risks, as these systems may lag in securi-
ty updates, making them vulnerable to malware and
other security breaches.
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Moreover, unintended consequences arising
from system design flaws, such as software mal-
functions and integration issues, can adversely af-
fect patient outcomes. Information sharing among
clinicians, particularly through unsecured means
like texting, further complicates the security land-
scape, increasing the likelihood of data breaches.
To mitigate these risks, healthcare providers must
implement a comprehensive strategy encompassing
physical, technical, and administrative safeguards.
Physical safeguards include secure storage and re-
stricted access to hardware, while technical safe-
guards such as firewalls, encryption, and antivirus
software protect against electronic threats. Admin-
istrative measures, including regular system audits,
staff training, and the appointment of dedicated IT
security officers, are essential for maintaining ro-
bust security protocols. Cryptography, particular-
ly through data encryption and digital signatures,
plays a pivotal role in safeguarding health informa-
tion. However, to be effective, these measures must
be widely understood and utilized. Additionally, the
frequent updating of passwords and stringent access
control practices are necessary to prevent unauthor-
ized access, both from external threats and internal
negligence. In conclusion, the effective security of
EHRs requires a multifaceted approach that inte-
grates physical, technical, and administrative safe-
guards. By addressing the evolving nature of cyber
threats and ensuring strict adherence to HIPAA
guidelines, healthcare providers can protect patient
information and maintain the integrity and trustwor-
thiness of their healthcare systems.
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